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becoming automated and the current total share of the U.S. employment 
each category represents:75 

 

1. Tort Law Informs Market Dynamics to the Effect of Liability 

Equating “job loss” to an employee’s Average Damages and “share of U.S. 
employment” to the Frequency (and assuming that benefits of automation 
justify its displacing effect), the data above is sufficient to implement a 
model based on the Ratio Method.  This is especially true because 
automation’s causal effect on job loss will likely be easily proven.76  

Whether courts would award remedies to displaced workers is an open 
question.  Thus, a model providing a comparison of projected returns to 
 

75. FREY, supra note 68, at 320. 
76. Either employees are replaced, or they are not.  However, see Wal-Mart Stores, Inc. v. Dukes, 

in which the Supreme Court addressed a request for class action certification in a Title VII employment 
discrimination suit by female Wal-Mart employees.  Wal-Mart Stores, Inc. v. Dukes, 564 U.S. 338, 342 
(2011).  The Court held that differences in job performance among female employees could have 
accounted for individual negative employment outcomes.  Id. at 359–60.  In so doing, the Court 
rejected the assertion that a company-wide policy of gender discrimination was immediately evident as 
a common factor for each member of the plaintiff’s proposed class.  Id. at 360.  Applying this reasoning 
in the event of an automated system replacing the employees of a company, the decision in Wal-Mart 
Stores, Inc. indicates some degree of fact-finding could be necessary to conclude that an individual’s job 
performance would not otherwise warrant his or her departure from the company. 
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employment losses would be informative in quantifying whether 
automation would be supported by market forces or government regulation.  
An initial assumption is that policymakers will most likely encourage a 
system in which unemployment does not sharply increase while allowing 
industries the freedom to realize returns on AI investment. 

In the following graphic, the risk of losing one’s job equates to household 
income loss of at least one year in terms of average GDP per capita.  Here, 
the Average Damages ratio would actually be higher than 1 for the highest-
earning displaced workers and less than or equal to 1 for the mid-to-low 
earners.  Each industry’s frequency is reflected by the proportion of the 
population employed, multiplied by the number of jobs estimated to be 
replaceable, according to Frey’s and Osborne’s study.  The cluster of data 
points in the top left corner of the graphic would reflect “actions” by classes 
of replaced workers within each industry.  

Automation Displacement Societal Threat Plot 

 
 
 
 

 

 

 

 

 

 

 

 
 

77 

However, because automation displacement does not currently fall under 
the purview of tort law, nor any other traditional category of compensable 

 

77. Graphic generated using WOLFRAM|ALPHA, https://www.wolframalpha.com. 
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harm,78 the model forgoes its reliance on litigation to reform behavior.  
Assuming it is in the national interest to derive a net positive value from 
implementing automation, and insofar as tort law informs optimal dynamics 
between tortfeasor and victim, we might test whether our model’s 
underpinnings can provide insight into the displacement of a worker by 
machine. 

2. Workers’ Compensation Scheme 

First, the data points above reflect the workers’ compensation statistic in 
the Sample Data Set, with workers’ compensation approximating the lower 
estimate of automation displacement in Frequency and Average Damages. 

Workers’ Compensation Sample Data Set 
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The similarities between the ratios of workers’ compensation payouts in 
2016 and the summation of the data points in the plot above beg the 
question of whether automation can be addressed through a similar no-fault 
liability scheme.  In other words, is it advantageous for companies earning 
significant profits through the application of automation to pay a portion of 
their profits to remedy resultant unemployment? 

It bears noting that automation is not the first revolutionary technology 
to pose a significant transformative risk to our labor-based economy. Early 

 

78. But see infra pages 229–37. 
79. All economic and population data provided by World Bank (nominal GDP).  See generally 

World Bank, supra note 6.  
80. WEISS, supra note 10. 
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in the twentieth century, workers’ compensation insurance programs were 
created in response to a greater incidence of factory-borne injuries 
associated with novel manufacturing technologies.81  These programs 
unburdened employees from fully proving claims against their employers 
and provided workers additional wage and medical coverage security.82  
Workers compensation plans also benefited employers by guarding them 
against the full brunt of employee injury-related liability, thereby enabling 
continued innovation in manufacturing practices.83 

It follows that there may be merit in addressing the Fourth Industrial 
Revolution with a similar response in the event automation replaces workers 
on a mass scale.  “Claims” would likely not require proof of fault because 
accurate human resources records could show who is laid off and replaced 
as a result of automation.84  Further, to preserve macroeconomic stability, 
a share of employers’ automation-catalyzed profit and wage-expense savings 
would fund aid to the working class—taking the form of complimentary 
retraining in other, in-demand fields. 

However, since there is currently no statute that contemplates the 
aforementioned scheme or provides workers with a path to legal redress, 
what incentives do employers have to partake in such a public-private 
partnership? 

For producers in any era, high unemployment indicates a loss in demand 
from domestic consumers—even if exports were to increase.85  
Accordingly, while manufacturers accepted workers’ compensation as a 
means of abating the threat of insolvency from litigation (or alternatively, 

 

81. Gifford, supra note 3, at 106–08 (observing that because of the difficulty common litigants 
faced in proving negligence throughout the nineteenth century, by the time of the Second Industrial 
Revolution, factory injuries from new workplace machinery had engendered a “situation . . . [which 
became] intolerable to workers, their unions, and social reformers”).  

82. Id. at 107. 
83. Id. (finding “American corporations [also] increasingly feared [the prospect of] massive 

common-law liability exposure” because large insurance policies and deep pockets made corporations 
attractive litigation targets, with the resulting fear driving many companies’ adoption of workers’ 
compensation schemes).  

84. But see Wal-Mart Stores, Inc. v. Dukes, 564 U.S. 338, 350–55 (2011) (holding where plaintiffs 
were unable to provide evidence of a company-wide policy of gender discrimination, given the lack of 
tangible documentation consisting of the same, their burden to prove the commonality element of 
FED. R. CIV P. 23(b)(3) was unmet).  Admittedly, companies do not always keep accurate and complete 
records. 

85. 9.4 Unemployment and Trade Policy, SAYLOR, https://saylordotorg.github.io/text_ 
international-trade-theory-and-policy/s12-04-unemployment-and-trade-policy.html [https://perma. 
cc/M52D-EHK2]. 
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from an inability to entice labor), automated companies have a similar 
incentive to abate the risk of a dwindling consumer base—at least to the 
extent that it threatens a net loss.86  Though straightforward, this process 
describes a situation that allows automation to continue to create revenue 
without condemning much of the population to long-term unemployment.  

In the alternative, some argue that a more affluent class of working 
individuals who are not displaced by automation, but instead bolstered by it 
could develop an advanced system of commerce exclusive to themselves.87  
Should this limited marketplace progress to self-sufficiency, there would be 
no compelling interest for its members to look beyond it.  This would likely 
result in the exacerbation of economic disparity in U.S. household income, 
increasing for many decades and most notably since the beginning of the 
twenty-first century.88 

Polarization is perceived differently by adherents to different schools of 
economic thought.  For example, while adherents to the Malthusian89 
school predict polarization, capitalists90 find it unlikely.  In the Malthusian 
view, innovation improves productivity, which may create a temporary 
benefit to the quality of life for all, but assuming population growth 
increases as a result, the gains from innovation will not reach the majority 

 

86. GENE CHAO ET AL., THE COMING AI REVOLUTION IN RETAIL AND CONSUMER 

PRODUCTS 1 (IBM Institute for Business Value, 2019) (explaining “retailers and brands have leveraged 
technologies over the past decade that enable them to stay close to local market trends, understand 
consumer preferences and shopping behaviors, design products, provide value-added services and 
engage consumers in contextual ways”). 

87. See, e.g., EXEC. OFFICE OF THE PRESIDENT, ARTIFICIAL INTELLIGENCE, AUTOMATION, 
AND THE ECONOMY 12 (2016) (“AI-driven automation is setting off labor-market disruption and 
adjustment. . . . [m]arket forces alone, however, will not ensure that the financial benefits from 
innovations are broadly shared.”). 

88. Juliana Menasce Horowitz et al., Most Americans Say There Is Too Much Economic Inequality in 
the U.S., but Fewer Than Half Call It a Top Priority, PEW RES. CTR. (Jan. 9, 2020), 
https://www.pewsocialtrends.org/2020/01/09/trends-in-income-and-wealth-inequality [https:// 
perma.cc/992B-RW9W]; accord supra note 87, at 1–2 (reporting “[l]iving standards and leisure hours 
could both increase [from automation], although to the degree that inequality increases—as it has in 
recent decades—it offsets some of those gains”). 

89. Malthusians argue that human hopes for social happiness are for naught, as population will 
always tend to outrun the growth of production and innovation.  Donald Gunn MacRae, 
Thomas Malthus, BRITANNICA, https://www.britannica.com/biography/Thomas-Malthus [https:// 
perma.cc/Y58R-LZN2].  

90. “American-style capitalism, with its emphasis on consumerism, has offered the prospect 
that it can defy . . . class divisions and class hatreds between the ‘haves’ and the ‘have nots.’”  Vernon 
M. Briggs, Jr., American-Style Capitalism and Income Disparity: The Challenge of Social Anarchy, 4 BRIGGS 

PAPERS & SPEECHES 1, 3 (Jan. 1994). 
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of laborers whose services have proportionally fallen in demand.91  In the 
capitalist view, the self-interested players of an elite class, still seeking to 
maximize profit, would invest in efforts to sell goods and services to the rest 
of the population for a profit.92  Effectuating this result would require 
ingenuity in creating value to be allocated to and, essentially, harvested from 
the displaced population. 

Concerning automation, both schools of thought may be vindicated—at 
least in part. While certain human labor skills will likely be replaced, 
automated industries may promote new ones due to industrial 
competition.93  Foreseeably, this development would give way to jobs 
created for the use of AI-technologies themselves.  There is evidence that 
this process has already begun.  For example, according to a job growth 
study published by LinkedIn, job-seeking “AI specialists” saw the largest 
hiring surge of any occupational category during 2020, with 74% annual 
growth since 2015.94  Further, of the fifteen occupations included in the 
report, twelve involved roles in the digital technology and data science 
industries—both of which are planning on a future built heavily around 
AI.95  Job growth at this level, if it persists, would likely disprove Malthus’ 
polarization prediction concerning the Fourth Industrial Revolution, as well 
as compensate displaced workers slightly more than workers’ compensation 
does for injured workers (a rational result given that Frey and Osborne’s 
study indicates Frequency and Average Damages resulting from displacement 
may exceed those associated with workplace injuries).  
 

91. THOMAS R. MALTHUS, AN ESSAY ON THE PRINCIPLE OF POPULATION 89, 97, 123 (1789) 
(“[T]hough it may raise the price of labour even more than an increasing demand for agricultural 
labour, . . . the advantage to the poor will be but temporary, as the price of provisions must necessarily 
rise in proportion to the price of labour.”).  

92. See ROBERT WHITE, THE MORAL CASE FOR PROFIT MAXIMIZATION 208 (2020) (arguing 
“[p]rofit maximization promotes solutions to the problems that arise from profit maximization” and 
that  “the negatives of production are opportunities for businessmen to create value”). 

93. But see MALTHUS, supra note 91, at 125 (predicting “[t]he demand for labour which such 
increase would occasion . . . will not be a real and effectual fund for the maintenance of an additional 
number of labourers”). 

94. See LINKEDIN, 2020 EMERGING JOBS REPORT 7, 22 (2020), https://business. 
linkedin.com/content/dam/me/business/en-us/talent-solutions/emerging-jobs-report/Emerging_ 
Jobs_Report_U.S._FINAL.pdf [https://perma.cc/XT8J-3NPM] (explaining how report methodology 
is “based on all LinkedIn members with a public profile that has held a full-time position within the 
U.S. during the past five years[,] . . . [and] [o]nce the talent pool has been identified, [LinkedIn] then 
calculate[d] the share of hiring and Compound Annual Growth Rate for each occupation between 2015 
and 2019 to identify the roles with the largest rate of hiring growth”). 

95. See generally id. (describing the data collected from fifteen occupations, twelve of which are 
in the digital technology and science industries). 
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As for the government’s role, U.S. economic and monetary policy has 
shown consistency in targeting low unemployment rates.96  2020 is a good 
example, having seen both the highest unemployment rates in eight 
decades97 and the largest government financial relief effort in U.S. 
history.98  Thus, if not through market behavior alone, tax and spending 
policy may bring about the reality that companies’ new revenue will be 
utilized to stave off unemployment.  AI software itself may simply come 
with a heightened sales or ownership tax, or alternatively, regulators may 
subsidize corporate investment and research into new human-labor markets.  

In any of the above-contemplated scenarios, the likely result is a workers’ 
compensation-like framework in which corporate stakeholders distribute a 
portion of new profits, directly or otherwise, to the working class to account 
for their potential losses—generating a benefit for both groups.  

3. Statutory Safety Periods, New Legislation, and Potential for 
Litigation 

From a legal standpoint, amendments to existing workers’ rights statutes 
will likely govern the displacement period for workers between job loss and 
re-employment.  For example, the Workforce Innovation and Opportunity 
Act (WIOA) may already apply (though implementation may require 
litigation), as it establishes federally funded grants for employees who are 
displaced from their jobs due to economic changes or natural disasters.99  
Alternatively, the Trade Preferences Extension Act of 2015 provides 
benefits for displaced workers, including up to 130 weeks of training, 13 
weeks of unemployment insurance, job search and relocation allowances, 

 

96. See Franco Modigliani & Lucas Papademos, Targets for Monetary Policy in the Coming Year, 
6 BROOKINGS PAPERS ON ECON. ACTIVITY 141, 141–42 (1975) (suggesting even where inflation is 
high, American economists aim “to bring down the rate of unemployment . . . to a level that we label 
the noninflationary rate of unemployment (NIRU)”).  

97. See Heather Long & Andrew Van Dam, U.S. Unemployment Rate Soars to 14.7 Percent, the Worst 
Since the Depression Era, WASH. POST (May 8, 2020, 4:05 PM), https://www.washingtonpost.com/ 
business/2020/05/08/april-2020-jobs-report/ [https://perma.cc/3A3L-S8ZX] (reporting how “[t]he 
U.S. unemployment rate jumped to 14.7 percent in April, the highest level since the Great 
Depression”). 

98. Carl Hulse & Emily Cochrane, As Coronavirus Spread, Largest Stimulus in History United a 
Polarized Senate, N.Y. TIMES (Mar. 26, 2020), https://www.nytimes.com/2020/03/26/us/coronavirus-
senate-stimulus-package.html [https://perma.cc/D286-AQ6R].  

99. Workforce Innovation and Opportunity Act, Pub. L. No. 113-128, 128 Stat. 1425 (2014) 
(codified as amended in scattered sections of 29 U.S.C.). 
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and more.100  Finally, the Worker Adjustment and Retraining Notification 
(WARN) Act works in congruence with the previously mentioned statutes 
in the event of company-wide layoffs by requiring employers to adhere to 
predetermined layoff notice periods.101 

Thus, to a certain extent, some employees may already be temporarily 
protected in the event of automation displacement.  There remains, 
however, the foreseeable dilemma that AI software replaces all currently 
human-filled positions associated with a given learned skillset.  In that case, 
amendments to existing statutes may be necessary to provide for longer 
periods of government benefits and a more aggressive search for new 
opportunities for human labor.  Again, it is likely that profitable 
corporations will contribute aid to such a fund.  One possibility is that 
robust data analysis—driven by corporate entities or services—will be 
employed in discovering new areas in which human labor can provide value. 

The potential for litigation may also exist within current legislation, as 
briefly mentioned above for the WIOA.  As another example, consider the 
WARN Act, which provides various 30-, 60-, or 90-day requirements for 
companies planning to implement company-wide layoffs of varying 
sizes.102  One could argue for compensatory remedies under 29 U.S.C. 
§§ 2104(a) and 2106 in response to a company knowingly adopting 
automated technologies but failing to issue notice regarding layoffs. 

For example, in International Association of Machinists & Aerospace Workers v. 
General Dynamics Corporation,103 the court held that an employer who did not 
issue notices, despite knowing long beforehand that the contract underlying 
their program was in jeopardy, was technically in violation of the WARN 
Act.104  Despite the prior awareness of the layoff triggering event and 
resulting technical violation, the court allowed omission of notice because it 
found that such omission was based on General Dynamics Corporation’s 
good faith reliance on the parties’ longstanding practices.105  In the case of 
automation-driven layoffs, without a comparable good faith reliance 

 

100. See Trade Preferences Extension Act of 2015, Pub. L. No. 114-27, 129 Stat. 362, sec. 46 
(to be codified in scattered sections of U.S.C.). 

101. Worker Adjustment and Retraining Notification Act, 29 U.S.C. §§ 2101–09 (2018). 
102. Id. §§ 2101(2), 2102(2), 2103(2). 
103. Int’l Ass’n of Machinists & Aerospace Workers v. Gen. Dynamics Corp., 821 F. Supp. 

1306 (1993). 
104. Id. at 1313. 
105. Id.  
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situation, a prior decision to implement automation may trigger the WARN 
Act’s notice provision. 

D. Advances in AI Warrant New Standards of Care in Cybersecurity and Data 
Privacy Law 

To introduce our next topic, consider the following scenario.  On 
Monday morning, Alex wakes up to a missed call from his bank.  Someone 
used his credit card in another city, and his bank account is now frozen.  He 
files a claim for the stolen money and requests a new credit card.  The 
following Thursday, while using his back-up Visa, Alex receives another call.  
Someone used his debit account in a different country last night, his bank 
access is again frozen, and an investigation opens.  Later that night, he 
decides to shake off his nerves by streaming his favorite show.  As he logs 
into his account, he finds an error message: Incorrect username and/or password.  
The next moment, an email notification pops up on his phone: “Strange log-
in attempt.  Was this you?”  

The following day, the news reports an unprecedented wave of hacking.  
Alex is only one of millions of people whose Apple keychains were 
compromised by an AI-backed malicious software.  This covert program 
spent weeks learning from Alex’s behavior and those of his data providers 
to breach the network’s deepest layers of security.  

1. Terms and Definitions; History of AI Advances 

Conventional data privacy law is ill-equipped to handle the dangers of AI.  
Recent advances in machine learning mean that the latest AI-backed hacking 
software can learn better strategies with every attempted breach and 
multiples of that with every successful one.106  Accordingly, data security is 
vital to protecting society’s privacy and financial interests from the malicious 
use of AI.   

Cybersecurity is a practice that protects digital data from actions that 
resemble physical theft, surveillance breaches, locks, keys, and more.107  
Like physical banks and treasuries, which secure their clients’ assets with 

 

106. Joseph Menn, New Genre of Artificial Intelligence Programs Take Computer Hacking to Another 
Level, REUTERS (Aug. 8, 2018, 5:04 AM), https://www.reuters.com/article/us-cyber-conference-
ai/new-genre-of-artificial-intelligence-programs-take-computer-hacking-to-another-level-idUSKBN1 
KT120 [https://perma.cc/HR5F-FZL8]. 

107. See, e.g., 44 U.S.C. § 3552(b)(3) (2018) (defining “information security” as the “means [of] 
protecting information and information systems from unauthorized access, use, disclosure, disruption, 
modification, or destruction”). 
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vaults and safes, cybersecurity measures are developed to protect large sets 
of valuable data.108  

“Big data” is a field in which powerful supercomputers analyze and 
extract information from data sets that are too large to be processed by 
traditional software.109  More specifically, “big data” usually refers to the 
use of predictive analytics for human-preference related information to 
correlate Internet-user activity with consumer behavior—driving 
innovation and filling value gaps.110  “Big data” has applications to a variety 
of fields, including genetic science, medical care, demography, and other 
scientific pursuits, and therefore, the term may also refer to citizens’ 
sensitive identity, financial, and medical records.111 

Yet, big data is arguably only as valuable as the software used to aggregate 
and analyze the underlying large data sets.  Without adequate software, this 
task would be comparable to attempting to extract minerals from the earth 
without drilling equipment.  This is perhaps why such processing is also 
known as data mining. 

In its capacity for pattern recognition, AI software leads the charge in 
utilizing big data.112  A well-known anecdote serves to illustrate how 
effective AI software can be at this task.  In 2014, an AI computer software 
named AlphaGo was developed to test its ability to learn strategy games 
against humans and conventional computers—and did so by analyzing data 
sets comprised of millions of gameplays.113  AlphaGo proceeded to learn 
chess and defeat the world’s best traditional chess-playing computers in 
under four hours.114  The software applied the same strategy to learn the 

 

108. See The World’s Most Valuable Resource Is No Longer Oil, but Data, ECONOMIST (May 6, 2017), 
https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-longer-
oil-but-data [https://perma.cc/5LW3-FSDJ] (explaining how data has surpassed oil as the world’s 
most valuable resource, with the gap continuing to increase). 

109. Big Data: What It Is and Why It Matters, SAS INST., https://www.sas.com/ 
en_us/insights/big-data/what-is-big-data.html [https://perma.cc/9BPE-KBZ9]. 

110. Id. 
111. Sabina Leonelli, Scientific Research and Big Data, STANFORD ENCYC. OF PHILOSOPHY 

(May 29, 2020), https://plato.stanford.edu/archives/sum2020/entries/science-big-data [https:// 
perma.cc/TCV4-YJLZ]. 

112. Joshua Yeung, What Is Big Data and What Artificial Intelligence Can Do?, TOWARDS DATA 

SCIENCE (Jan. 29, 2020), https://towardsdatascience.com/what-is-big-data-and-what-artificial-
intelligence-can-do-d3f1d14b84ce [https://perma.cc/5WU8-KM72]. 

113. FREY, supra note 68, at 302.  
114. Id. at 303. 
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Chinese game of Go.115  After analyzing over 30,000,000 games,116 
AlphaGo defeated the world’s presiding champion professional player.117   

AlphaGo’s success in dominating its competition illustrates AI’s ability to 
learn and execute functions is exponentially aided by the growing size of 
observed data sets.  As AI-backed machines process more data, their 
computing power grows increasingly more efficient.118  Thus, returning to 
the data mine analogy, the size of the mine matters.  With billions of people 
logging their information on the Internet every day, global IP traffic is 
projected to jump from 1.5 zettabytes in 2019 to 4.8 zettabytes by 2022.119 

2. Cause for Concern; Threats 

AI-related concerns are related to the fact that for AI software, the ability 
to learn the game of Go is not far removed from learning strategies to 
breach Internet networks.  Much like a game of chess, cybersecurity is a 
game of offense and defense.120  Defensive tactics to protect data involve 
procedures such as encryption, multi-step authentications, and firewalls.121  
However, in the face of AI-adapted malware, these security methods must 
continually evolve to sustain attacks by offensive algorithms.122  

Similar to AlphaGo’s use of pattern recognition to determine the best 
course of action in games of strategy, a malicious AI-adapted software 
program can improve its ability to attack cyber defenses over time.123   

 

115. Id. at 302.  
116. Id.  
117. Id. at 301.  
118. Id.  
119. Cisco Predicts More IP Traffic in the Next Five Years than in the History of the Internet, CISCO 

(Nov. 27, 2018), https://newsroom.cisco.com/press-release-content?type=webcontent&articleId=19 
55935 [https://perma.cc/94YA-4GF9]. 

120. Eugen Stamm, “Cybersecurity Is a Grand Game of Chess”, INVESTIERE (Dec. 14, 2020), 
https://www.investiere.ch/blog/interview-pierre-noel-threatray/ [https://perma.cc/K2QL-BS8A]. 

121. See What Is Defense in Depth, FORCEPOINT, https://www.forcepoint.com/cyber-
edu/defense-depth [https://perma.cc/N8C8-YHUC] (explaining how firewalls act as barriers between 
a host network and outside access, while encrypting data and authentication are ways to restrict access 
to specific users using passwords, keys, etc.). 

122. See Josephine Wolff, How to Improve Cybersecurity for Artificial Intelligence, BROOKINGS INST. 
(June 9, 2020), https://www.brookings.edu/research/how-to-improve-cybersecurity-for-artificial-
intelligence/ [https://perma.cc/WX5A-P6AZ] (expressing concerns about “[the use of] AI for 
offensive purposes may make cyberattacks increasingly difficult to . . . defend against by enabling rapid 
adaptation of malware to adjust to restrictions imposed by countermeasures and security controls”). 

123. See Thanh & Zelinka, supra note 2, at 29 (describing the ability of AI-powered malware to 
adapt to its operational surroundings; “[t]he longer the threat can exist in the host, the more it becomes 
independent, integrating into its environment . . . and taking countermeasures against security tools”). 
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When such a malicious program successfully hacks a targeted computer 
system, the program can log, learn from, and later re-deploy the successful 
strategies used to breach the system’s defenses.124  Because AI can be 
scaled, a malware program used successfully on one server may be used to 
replicate or expand attacks across other environments as well.125 

Thus, even a small breach can equip AI software with new capabilities, 
making it a priority that large sources of data are secure from malicious 
programs—especially those that reflect human behavioral patterns.  Yet, as 
each data breach shows potential for revenue, the incentives for hackers are 
many (and to be sure, malware is usually designed for this purpose).126  The 
cybercrime profits are generated through commerce on a black-market for 
consumer data, where they are often sold for blockchain currencies and used 
again for consumer marketing or otherwise indiscriminately.127  

AI’s dangers manifest most insidiously in this black-market environment, 
where ethics are absent in programming it.  By exploiting human 
vulnerabilities, software can learn from new user behavioral data to enhance 
its phishing or trojan horse methods.128  Alternatively, a hack into a user’s 
healthcare network can reveal critical biometric information, which a 
malware program can use to successfully hack another network requiring 
the user’s unique thumbprint or facial profile.129 

 

124. See id. at 30 (describing the ability of AI to deploy targeted and customized attacks; “this 
kind of [autonomous] malware operates . . . [to] better[] over time when making a prediction base on 
a conditional action it has seen before”). 

125. See MILES BRUNDAGE ET AL., THE MALICIOUS USE OF ARTIFICIAL INTELLIGENCE: 
FORECASTING, PREVENTION, AND MITIGATION 5, 16 (2018), https://maliciousaireport.com 
[https://perma.cc/TN2K-CTUC] (“[T]he scalable use of AI systems . . . expand[s] the set of actors 
who can carry out particular attacks, and the . . . potential targets.”).  

126. The Money Behind the Malware, SOPHOS, https://www.sophos.com/en-us/security-news-
trends/security-trends/money-behind-malware-threats.aspx [https://perma.cc/W5RF-ZPKS]. 

127. See Robert McMillan, Thieves Can Now Nab Your Data in a Few Minutes for a Few Bucks, WALL 

ST. J. (Dec. 9, 2018, 4:04 PM), https://www.wsj.com/articles/what-happens-to-your-data-after-a-
hack-1544367600 [https://perma.cc/9XQG-W5UJ] (reporting “stolen information is spread across a 
dizzying array of black-market websites . . . where it is packaged, processed and sold in bulk for hard-
to-trace digital currencies such as bitcoin”). 

128. See Thanh & Zelinka, supra note 2, at 30 (“[M]alware’s AI can observe and learn patterns of 
normal user behavior in localhost email and chat traffic . . . .  Then, it can mimic the tone and style of this 
user to [an] automated . . . email . . . for other employees to prompt them accessing malicious content.”).  

129. See Mike Snider, Clearview AI, Which Has Facial Recognition Database of 3 Billion Images, 
Faces Data Theft, USA TODAY (Feb. 26, 2020, 4:34 PM), https://www.usatoday.com/ 
story/tech/2020/02/26/clearview-ai-data-theft-stokes-privacy-concerns-facial-recognition/4883352 
002 [https://perma.cc/W56K-5SK3] (suggesting “[i]f your password gets breached, you can change 
your password[;] [i]f your credit card number gets breached, you can cancel your card[;] [b]ut you can’t 
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The possibilities are not exclusive to improving hacking methods.  AI-
generated fake news posts can be created to influence consumer behavior 
using the same user-generated data.130  A more extreme version is the 
production of “DeepFakes”—undetectably manipulated video interviews 
depicting political figures or celebrities conveying false statements.131  This 
type of targeted propaganda can deeply influence markets and political 
behavior.  Measuring damages for this effect can vary from destroying the 
price of securities to other only imaginable financial destruction resulting 
from consumer reliance on misrepresented information from otherwise 
highly trusted sources of social authority. 

AI-backed software’s ability to subvert cybersecurity pathways has also 
been expected to spur interest in foreseeable physical threats, such as 
hijacking and crashing autonomous vehicles.132  For example, Stuxnet, 
a malicious computer worm that sabotaged an Iranian nuclear plant by 
overspinning its centrifuges, already demonstrates the capacity of 
cyberattacks to harm physical infrastructure.133  

Perhaps the possibilities justify Russian Prime Minister Vladimir Putin in 
his statement that identified AI capacity as the substance of a new global 
arms race: “Artificial intelligence is the future, not only for Russia, but for 
all humankind . . . .  Whoever becomes the leader in this sphere will become 
the ruler of the world.”134 

 

change biometric information like your facial characteristics if a company . . . fails to keep that data 
secure”).  

130. See Indre Deksnyte, How AI Can Create and Detect Fake News, FORBES (Sept. 12, 2019, 9:00 
AM), https://www.forbes.com/sites/forbescommunicationscouncil/2019/09/12/how-ai-can-create-
and-detect-fake-news/#3c090cf0e84b [https://perma.cc/7TQ2-E6UK] (offering “Pew Research 
Center survey found that 10% of respondents admitted to sharing a news story online that they knew 
was fake, while 49% had shared news that they later found to be false”).  

131. Id. 
132. See BRUNDAGE ET AL., supra note 125, at 64 (suggesting how AI “and political security are 

deeply connected and will likely become more so”). 
133. Michael B. Kelley, The Stuxnet Attack on Iran’s Nuclear Plant Was ‘Far More Dangerous’ Than 

Previously Thought, BUS. INSIDER (Nov. 20, 2013, 5:58 PM), https://www.businessinsider.com/stuxnet-
was-far-more-dangerous-than-previous-thought-2013-11 [https://perma.cc/7CBE-LCMC]. 

134. Catherine Clifford, In the Same Way There Was a Nuclear Arms Race, There Will Be a Race to  
Build A.I., Says Tech Exec, CNBC (Sept. 29, 2017, 9:30 AM), https://www.cnbc.com/2017/09/ 
28/hootsuite-ceo-next-version-of-arms-race-will-be-a-race-to-build-ai.html [https://perma.cc/6ZV6-
5YF5]. 

35

Margolin and Frazier: The Ratio Method

Published by Digital Commons at St. Mary's University, 2021


